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Spatially-Constrained Unsupervised
Anomaly Detection

Vitor Rosa Meireles Elias , John Dehls , Member, IEEE, and Pierluigi Salvo Rossi , Senior Member, IEEE

Abstract—This paper addresses the task of detecting spatially-
constrained group anomalies, relevant in fields such as geosciences,
environmental monitoring, and medical imaging. Classical ap-
proaches include scan statistics and local outlier factor, while
modern methods are heavily based on autoencoder structures. In
this paper, we propose an end-to-end machine learning (ML)-based
unsupervised approach robust to abnormalities outside the anoma-
lous region. We target geospatial data, where each point consists
of a multivariate feature vector coupled with a coordinate vector.
In this scenario, localized group anomalies are groups of points
whose features do not adhere to some concept of normality across
the dataset, and that are confined to a region within this dataset.
Abnormalities outside this region are not considered part of the
anomaly. The proposed methodology uses an ML-based clustering
approach that solves a version of the graph mincut problem and the
assumption that anomalous and non-anomalous data are clustered
at different paces to generate an anomaly score for each point.
With the networked graph representation, the proposed method-
ology can also be used when data points do not have absolute
position vectors, but relative distances can be inferred from the
datasets (e.g., in social networks a friendship relation indicates
closeness between users and locality can be expressed as a group of
friends). The proposed algorithm is compared using different met-
rics against a wide range of well-known state-of-the-art approaches
for unsupervised anomaly detection, such as nearest-neighbors
and autoencoder-based algorithms, outperforming them in most
scenarios. We also provide an analysis of the algorithm applicability
with respect to locality properties of the anomaly and the data
structure.

Index Terms—Anomaly detection, clustering, geospatial data,
localized anomalies, mincut.

I. INTRODUCTION

ANOMALIES can be defined as data points that do not
adhere to some expected distribution of the dataset, devi-

ating from what is considered a normal or healthy behavior of the
observed system. Anomalies can be, for example, outliers, ob-
servation or preprocessing errors, adversarial attacks, or events
that are relatively rare [1]. Such a broad definition indicates
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that different scenarios, with their corresponding applications,
datasets, and requirements, necessitate different approaches for
treating anomalies [2]. We focus on localized anomalies that
occur in datasets populated with other normal and abnormal
data points that are not points of interest. Often, datasets exhibit
some kind of locality, where data points can be embedded into a
spatial domain, such as images, geospatial data, social networks,
or sensor networks. In these cases, a localized anomaly is such
that it is present in a defined region of the spatial embedding
that governs the dataset. In other words, localized anomalies
occur in groups of data points that are close to each other given
some distance metric in the dataset.1 We note that this definition
is different from that of a “local” anomaly, which is a point
that is only anomalous when compared against its immediate
neighborhood.

Anomaly detection is the task of identifying anomalous data
points within a dataset. This task can be performed in supervised,
semi-supervised, or unsupervised manner, depending on the
presence of labels (ground-truth indicators that a point is healthy
or anomalous) for all data, part of the data, or none of the data,
respectively. Given the nature of the task—anomalies consist of
rare or unknown events—unsupervised techniques compose the
bulk of anomaly detection approaches. In this case, detection
of anomalous data points typically requires direct comparison
against the dataset, assigning scores to each data point indicating
its likelihood of being anomalous. Several approaches for unsu-
pervised anomaly detection have been proposed in the literature,
since before the current availability of machine learning (ML)
and deep learning (DL).

Traditional approaches include techniques based on nearest
neighbors (NN), clustering, and subspace identification. ML and
DL techniques include autoencoders (AE) and generative ad-
versarial networks (GANs). The choice of algorithm reflects the
complexity of the dataset and anomalies, and the requirements
of the application. Traditional methods offer faster detection
and easier implementation, whereas ML-based techniques pro-
vide state-of-the-art (SotA) accuracy, mainly when dealing with
complex datasets and anomalies, often at the cost of increased
computational burden. Most algorithms are designed to detect
point anomalies, i.e., finding individual points that deviate from
normal behavior. While this can easily be extended for the
detection of collective anomalies by simply detecting multiple

1A set of neighboring pixels in the corner of an image, profiles of high-school
friends in a social network, and weather stations in the neighborhood can all be
considered localized groups of data points in larger datasets.
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point anomalies, these algorithms often do not account for spatial
or temporal dependencies in the anomalies.2

In this paper, we propose an end-to-end ML-based approach
for unsupervised detection of localized anomalies in multivariate
data which is robust to the presence of abnormal points. The
proposed approach builds upon a neural-network-driven clus-
tering methodology, blending both traditional and ML concepts
to provide accurate and efficient anomaly detection. The spatial
information, over which anomaly locality is defined, is captured
by a graph whose edges encodes the spatial distances between
data points. The multivariate values of these points are encoded
as node features. One way of obtaining spatial clusters from
the graph representation is by obtaining disconnected subgraphs
through the removal of edges. In this approach, optimal clus-
tering is achieved by obtaining subgraphs while removing the
minimum weight of edges, a problem known as graph cut
minimization, or the min-cut problem. In the context of spatial
data, this approach performs clustering based only on the spatial
information, regardless of the features on each point. However, it
is possible to take node features into account during clustering by
using them as inputs of an artificial neural network (ANN) that
solves a version of the min-cut problem by directly assigning
a cluster value to each point in the dataset [3]. This approach
allows us to cluster points jointly in their feature represen-
tation, given the correlation between features in the anoma-
lous region, and in their spatial locations, given their graph
representation.

Here we use a similar clustering methodology and show that
a confidence factor of the cluster assignment can be used as
anomaly score for each data point when observed early during
the learning process. The contributions of this work are summa-
rized as follows:
� An unprecedented methodology specifically detecting

spatially-localized anomalies while ignoring other abnor-
malities in the data in an end-to-end fashion (anomalous
and non-anomalous points are clustered at different rates);

� Limitations of SotA methods from anomaly-detection lit-
erature (both statistical and ML-based approaches) when
dealing with the targeted scenario are showcased in differ-
ent numerical experiments;

� The best use cases for the proposed methodology are deeply
discussed by investigating concepts of locality from the
perspectives of both the data and the graph, with support
of numerical experiments.

This paper is organized as follows: in Section II we provide
the necessary background knowledge and a summary of relevant
related work; in Section III, we formally define the mathematical
description of the data and the problem of anomaly detec-
tion of localized anomalies; our proposed methodology is pre-
sented in Section IV; Section V provides numerical experiments
to validate the proposed methodology against SotA methods;
Section VI discusses the best use cases and performance with

2When monitoring air quality via a dense sensor network, a sensor failure is
not relevant for the specific application, but would likely trigger an alarm as a
point anomaly.

respect locality concepts of the anomalies and the data struc-
ture; Future work directions are presented in Section VII and
concluding remarks in Section VIII.

Mathematical notation — Scalar variables are denoted by
regular letters, vectors by bold lowercase letters, and matrices by
bold uppercase letters. Sets are denoted by calligraphic letters
or values within curly brackets. The superscript (·)T denotes
the transpose operator. The nth column vector (resp. mth row
vector) of a matrix A ∈ RM×N is denoted an ∈ RM (resp.
am ∈ RN ) and Am,n denotes its (m,n)th entry. The matrix
operators Tr(·), ‖ · ‖, and ‖ · ‖F denote, respectively, the trace,
2-norm, and Frobenius norm. The operation S1\S2 denotes the
set difference operation, i.e., elements in S1 that are not in S2.
The N × 1 vector with all entries equal to unity is denoted by
1N and IN denotes the N ×N identity matrix.

II. BACKGROUND AND RELATED WORK

Anomaly detection, also often known as outlier detection or
abnormality detection, is one of the main and most studied tasks
in the fields of signal processing and machine learning, with
main applications including intrusion detection in networks [4],
[5] and disease detection in medical data [6], [7]. Algorithms
for anomaly detection have been proposed for the past 60
years, and still, for generic applications, top performance is
achieved by some of the earliest approaches [1]. Nonetheless,
new methodologies arise every year, with ML and DL being the
main drivers behind recent research on anomaly detection [2].
In this work, we focus on unsupervised algorithms only, where
no previous information is available for either healthy or anoma-
lous points. Moreover, our methodology specifically targets the
scenario of spatially-constrained anomalies with robustness to
other non-spatially-constrained abnormalities. To the best of
our knowledge, no approach in the literature works under a
similar premise. A recent review and performance comparison of
unsupervised anomaly detection methods for multivariate time
series is provided in [8].

Traditional algorithms (i.e, based on pre-ML approaches)
include: NN algorithms, which assign scores to points based
on their distances to other points in the dataset, such as k-NN
and local outlier factor (LOF) algorithms; clustering algorithms,
such as the cluster-based local outlier factor (CBLOF), which
first cluster the data and, then, use the distances of samples to the
cluster centers in order to define anomaly scores; subspace-based
algorithms, often based on some variant of principal component
analysis (PCA), which project the data onto an alternative space
where the components may offer better representation of impor-
tant features, before performing anomaly detection on a subset
of these components; and other methods, such as support-vector
machines (SVM), which map the data in nonlinear fashion
onto a higher-dimension space where it is easier to separate
classes. The algorithms used in the simulations presented in
Section V are summarized here, while a comprehensive review
and comparison of traditional methods for anomaly detection is
available in [1].
� κ-NN [9]: first gathers the distances between every pointxi

and the nearest κ neighbors. The anomaly score is given
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as the average distance between a point and the selected
neighbors, indicating that anomalies are on average more
distant to the other points in the data.

� LOF [10]: compares a relative measure of density of a point
and its nearest neighbors against the average of the same
density calculated for all its neighbors. This algorithm ad-
dresses the case of local anomalies, where a point appears
healthy with respect to the whole dataset but is anomalous
when compared to the region around it.

� Connectivity-based outlier factor (COF) [11]: is similar to
LOF, but uses a different distance metric to compute the
nearest neighbors to account for clusters with varying den-
sities or datasets with irregular structures not well captured
by Euclidean nearest neighbors.

� CBLOF [12]: uses clustering algorithms instead of nearest
neighbors to determine the reference points. The anomaly
score depends both on the distance of a point to the cluster
centroid and size.

� Kernel PCA (KPCA) [13]: maps the data into a feature
space using a given kernel function where information
is compressed in the principal components. The error
associated with the reconstruction of the data when us-
ing a subpsace of the feature space is used as anomaly
score.

DL-based methods leverage the increased computational
power available today to provide end-to-end tailored models that
can achieve the best performance on specific applications, at the
cost of higher computational complexity and less explainability.
We summarize the main approaches which are implemented in
this paper and the refer reader to [2] for a more detailed overview
of DL-based methods for anomaly detection.
� AE [14]: relies on using ANNs to encode the data in a com-

pressed representation, from which a usually-symmetric
ANN is used to reconstruct the input data. Similar to
subspace approaches like the KPCA, AEs use the recon-
struction error as anomaly score.

� Graph AE (GAE) [15]: which uses GNNs in the decoder
and encoder stages of the AE structure, incorporating spa-
tial information when learning the compressed representa-
tion of the data.

� GAN [16]: works similar to AEs, but uses a generative
network under the assumption that anomalies are harder to
generate compared to healthy data. The anomaly score is a
combination of the reconstruction error and a discriminator
score, which indicates how well the input data matches the
features learned during training.

� Graph U-Net (GUNET) [17]: is similar to GAEs, with extra
communication between encoder and decoder layers, as
well as compression along both feature and graph domains.
This methodology was first proposed for image segmenta-
tion, which has some overlap with the anomaly-detection
problem investigated here.

These algorithms explore the assumption that healthy data
is learned at a faster rate than the anomalies. This implies
that the learned compressed representation, when given proper
dimensionality and learning time, will retain the main char-
acteristics of the data—which are expected to be associated

with normal entries—leading to larger reconstruction errors for
the anomalous entries. This assumption will be relevant to the
methodology proposed in Section IV-B

The literature on anomaly detection is extensive, with several
methods being proposed for specific anomaly types, datasets,
data structures, and application requirements. Different works
address cases adjacent to the one tackled in this work. The work
in [18] deals with the problem of data fusion for multimodal
geospatial datasets. In [19], a method for anomaly detection
in time series is proposed using low-rank approximation and
sparse decomposition. Variational autoencoders (VAEs) are used
to detect point anomalies in sensor networks monitoring dam
structures in [20]. In [21], anomalous timestamps in a time
series are detected by using both spatial and historical data
using graph attention networks and long short-term memory
(LSTM) networks. Graphs and convolutional AEs are used to
explore spatial relationships between data points in different
applications [22], [23], [24], [25], [26]. Modern self-supervised
approaches for anomaly detection are present in the literature,
such as nonlocal and local feature-coupled networks [27] and
variational graph attention networks [28]. The majority of works
in the literature, both in traditional and DL groups, deal with
point anomalies. These methods often fail at capturing any
form of spatial information, and those that use spatial infor-
mation are not designed to specifically group anomalous data
points together by their positions, failing at properly solving the
problem (2).

III. PROBLEM FORMULATION

Let X = [x1 x2 . . . xN ]T ∈ RN×F represent a dataset with
N points xn ∈ RF , for n ∈ N = {1, . . . , N} each with F
features. Each point xn is coupled with a position vector pn

indicating the point’s location in space. A point xn is anomalous
ifn ∈ A, whereAdenotes the set of anomaly indices and defined
depending on the application. In this work, we consider A to
represent the set of points such that the features of points in
A and in N\A are significantly different, with the condition
that points in A are spatially close to each other with respect to
their positions. We can mathematically define the set of points
of interest as:

A =

{
n ∈ N

∣∣∣ |N \ A|−1
∑

m∈N\A df (x
n,xm) > εf

and ds(p
n,pm) ≤ εs ∀m ∈ A

}
, (1)

which states that an arbitrary feature-based distance df (·, ·)
between anomalous and non-anomalous points is, on average,
greater than a corresponding value εf , and a spatial distance
ds(·, ·) between all pairs of anomalous points is smaller than a
corresponding value εs. Given the flexible nature of the anomaly-
detection task, we are not interested in defining hard metrics and
bounds for feature and spatial proximity, but these concepts are
investigated in Section VI.
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Fig. 1. Example of localized anomaly in the presence of other abnormal data.

In this work, anomaly detection is conducted in the case where
points in N\A exhibit abnormal behavior. This scenario de-
scribes cases where data can be generally corrupted or different
anomalies can occur simultaneously, as illustrated in Fig. 1, but
only the localized anomalies are of interest. Additionally, we
focus on the case of unlabeled data, thus unsupervised learning
is required for an anomaly-detection algorithm whose output is
a score assessing the likelihood of a given point being anoma-
lous. We define the anomaly-detection task as the parametrized
mapping δΘ : RF → R such that sn = δΘ(xn) is the anomaly
score associated with the point xn. Here, δ represents a model
with learnable parametersΘ that depend onX andP, the matrix
that collects all position vectors. The problem of implementing
an anomaly-detection algorithm becomes:

Find δΘ such that

{
δΘ(xn) ≥ τ if xn ∈ A,

δΘ(xn) < τ if xn /∈ A,
(2)

where τ represents a threshold. Eq. (2) describes a generic unsu-
pervised anomaly-detection algorithm, and enforces that higher
anomaly scores should be given to anomalous points, whereas
points not in A should receive low anomaly scores. However,
when paired with (1), the problem becomes challenging and, to
the best of our knowledge, has not been directly addressed by
any end-to-end approach in the literature.

IV. ANOMALY DETECTION VIA GRAPH CUT MINIMIZATION

For a dataset X ∈ RN×F , we utilize a graph G = {V, E} in
order to mathematically describe the spatial information of the
data. The set of nodes (or vertices) V , with |V| = N , encodes
the data points in the dataset, such that a point xn is repre-
sented by node vn. Spatial information is captured in relative
manner by encoding pairwise distances between elements as
edges in E , such that ei,j = ej,i ∈ R+ represents the proximity
between nodes vi and vj . The larger the edge value (namely
weight), the closest the nodes are to each other.3 It is worth
noticing that a graph allows not only for the representation of
geospatial datasets, but any dataset that carries some concept
of distance or proximity between points (e.g., social networks
where friends can be considered to be close to each other). Let

3If two nodes are very distant from each other, the edge does not exist.

A ∈ RN×N be the adjacency matrix that collects the weights
such that Ai,j = ei,j if ei,j ∈ E , and Ai,j = 0 otherwise. The
degree matrix D ∈ RN×N is a diagonal matrix that captures
the total edge volume associated with each node, such that
Di,i =

∑N
j=1 Ai,j and Di,j = 0 for i �= j.

A. Graph Clustering Via Mincut Problem

Graph theory offers different methods for separating and
clustering the nodes of a graph, both in vertex or graph-frequency
domains [29]. The graph-cut minimization is a vertex-domain
approach that aims at identifying clustered subgraphs through
the removal of the minimal edge volume, i.e., by removing the
smallest accumulated edge weights. The general form of this
problem, the minimum K-cuts problem, targets the optimal cut
in order to partition the graph G into K disjoint subgraphs,
therefore being equivalent to a graph clustering algorithm for
K clusters. The minimum K-cuts problem can be expressed
as [30]

maximize
1

K

K∑
k=1

CT
kACk

CT
kDCk

,

subject to C ∈ {0, 1}N×K ,

C1K = 1N , (3)

where C is the cluster assignment matrix, such that, Ci,k = 1 if
node vi belongs to cluster k, and Ci,k = 0 otherwise.

It has been shown that a relaxed version of problem (3) can
be solved using graph neural networks (GNNs) and multilayer
perceptrons (MLPs) for the purpose of graph pooling [3], i.e.,
removing nodes from a graph between layers of a GNN in order
to summarize local information in fewer nodes. For a graph G
with adjacency matrix A and input data matrix X, a network
with the following structure was proposed:

X̄ = GNN(X, Ã;ΘGNN),

C = softmax(MLP(X̄;ΘMLP)), (4)

where Ã = D− 1
2AD− 1

2 is the symmetrically-normalized adja-
cency matrix with corresponding degree matrix D̃, and ΘGNN

and ΘMLP are trainable parameters for the GNN and the MLP,
respectively. The softmax activation function4 is applied along
the K outcomes of the MLP for each data point to generate
a probability distribution of the cluster assignments. In [3],
one-layer GNN and MLP are used and trained to minimize the
following loss function:

Lu = Lc + Lo = −Tr(CTÃC)

Tr(CTD̃C)
+

∥∥∥∥ CTC

‖CTC‖F − IK√
K

∥∥∥∥
F

,

(5)

where Lc represents directly a relaxed version the mincut prob-
lem, while Lo is a regularization term that aims at generating
orthogonal cluster assignments as well as clusters with similar
sizes.

4For a generic vector x, it is defined as softmax(x)i = exi/
∑

ex.
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B. Localized Anomaly Detection Via Clustering Rate

Here we propose a method that uses the rate at which points
are assigned to clusters to perform unsupervised detection of
localized anomalies that is robust to corruption in the data
outside the anomaly location. That is, an end-to-end approach
that assigns high anomaly scores to abnormal events occurring in
a limited region, while assigning smaller scores to points outside
this region even if these points exhibit some abnormal behavior.
In Section II, we mentioned how anomaly scores for AE-based
detectors are generated, under the assumption that anomalies
and healthy data are learned at different rates and, therefore,
anomalies are harder to reconstruct. Similar to this assumption,
we propose that anomalies and healthy data will be clustered at
different rates. Therefore, by detecting which points are assigned
to clusters earlier, we are able to detect anomalies. For the clus-
tering algorithm, the proposed methodology branches from the
one described in Section IV-A and builds upon the approach of
using an ANN to map node features into mincut-based clusters.
We use the following general structure:

X̄ = Conv1D(X),

C = softmax(MLP(X̄;ΘMLP)), (6)

where we replace the GNN layer used in the structure (4) with
an optional one-dimensional convolutional layer for feature
extraction when X is sequential. The GNN layer in (4) is
used to smoothen the data across connected nodes to enforce
the assumption that the input features in X work as a good
initialization for the cluster assignments, expecting neighboring
nodes to have similar features. This assumption must be relaxed
in the anomaly detection case. In the proposed methodology,
we avoid the smoothening to capture the difference between
healthy and anomalous points. Nonetheless, to enforce that the
detected anomalies are localized in space, spatial information is
still captured by the loss function:

Lδ = Lc + μLo (7)

where we add a weighting factor μ to the term Lo of (5). The
factor μ can reduce the impact of Lo when enforcing balanced
clusters, since these are expected to be of different sizes in the
anomaly detection scenario.

The cluster assignment matrix C evolves over the training
epochs. While a point xi is not yet assigned to a cluster, the
elements of the rowci tend to be similar to each other. If no single
cluster is yet favored, these elements will be approximately1/K.
As xi starts being assigned to the kth cluster, the distribution of
ci concentrates on (ci)k, until, ideally, each node is assigned to a
cluster with a value close to 1in the corresponding column of C
as the output of the softmax function. We propose the clustering
confidence score:

σi = max
j

(ci)j . (8)

The score in (8) indicates how much confidence the algorithm
has aboutxi belonging to a certain cluster. Under the assumption
that anomalies and non-anomalies are clustered at different rates,
the confidence scores σi can be used to derive an anomaly score

Fig. 2. Toy example for a case with 5 nodes and 3 features. Two nodes are
anomalous. Top shows the general structure of the proposed methodology, where
the Mincut block represents the softmaxed MLP. Bottom illustrates the expected
evolution of the cluster assignment matrix C and the score vector s at three
different points of the learning process with T total epochs.

for xi, for i ∈ {1, 2, . . . , N}. At some point in the clustering
process, a group of points should have higher confidence score
than the other. In Section V, we show that although anomalies
are most of the time clustered faster than non-anomalies, there
are cases where healthy data reaches higher confidence scores
earlier. Let σ ∈ RN collect the cluster confidence scores for all
points and skewness(σ) be the sample skewness of the data inσ,
which measures asymmetry and indicates a left-tailed distribu-
tion if the skewness is negative, and a right-tailed distribution if
the skewness if positive. We propose the mincut-based anomaly
score as:

si =

{
σi if skewness(σ) ≥ τsk,

1− σi if skewness(σ) < τsk,
(9)

where τsk is a skewness threshold under which scores are flipped.
In practice, τsk = 0, but it can be adjusted if prior information is
available. If τsk = −∞, the anomaly score is equal to the con-
fidence score, implying that anomalies are clustered faster than
healthy data. A toy example illustrating the proposed method is
presented in Fig. 2 and a pseudocode is provided in Algorithm 1.

V. BENCHMARK EXPERIMENTS

In this section, different experiments are conducted to show-
case different applications of the proposed method and its over-
all performance against SotA methodologies. The benchmark
methods can be grouped as traditional and ML-based methods.
We aim at investigating varied approaches from the literature
exploring different implementations for anomaly detection, such
as algorithms based on NN, clustering, subspaces, with focus on
global and local anomalies.

Besides the aforementioned well-known algorithms for
anomaly detection, we also implement a direct version of the
mincut-based clustering (MCC) algorithm in [3] to perform
anomaly detection, as it is expected that the clustering method-
ology should be capable of grouping anomalies and healthy data
in their corresponding clusters. In order to compare it against
the other algorithms, we use an anomaly score to represent the
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Algorithm 1: Pseudocode of the proposed approach.
Requires: X, A, Max_epochs, τsk
Returns: si for i ∈ {1, 2, . . . , N} nodes
# Training model
procedure Train ANNX, A

while epoch < Max_epochs do
X̄ = Conv1D(X)
C = softmax(MLP(X̄;ΘMLP))
Minimize (7)

end while
return C

end procedure
# Computing anomaly score
σi = maxj(c

i)j ∀i
if skewness(σ) ≥ τsk then
si = σi

else
si = 1− σi

end if
return si ∀i

clustering output instead of using it as a classifier. We adopt a
straightforward approach to generate anomaly scores. Since the
anomalous cluster is expected to be smaller than the healthy data
cluster, the anomaly score of points on a given cluster is equal to
1 minus the ratio of points in that cluster over the total number
of points in the dataset.

Letting the terms positive and negative denote points that are
considered anomalous or healthy by the algorithms evaluated
here, and the terms true and false denoting if the prediction is
correct or wrong, the experiment metrics are:
� Area under the curve (AUC) for the receiver operating

characteristics (ROC) curve, which is the curve of true
positive rate against the false positive rate for varying
values of τ in (2).

� F1 score, given by the harmonic mean of precision (pro-
portion of true positives out of all detected positives) and
recall (proportion of true positives out of all real positives).
For each algorithm, we assess the best possible F1 score
achieved using the resulting anomaly scores.

� Matthews correlation coefficient (MCC), which is a
more comprehensive metric that jointly evaluates true pos-
itives, false negatives, true negatives, and false negatives.
Similar to the F1 score, we assess the best possible MCC
with the anomaly scores yielded by each algorithm.

Since no labels are present in most unsupervised anomaly
detection, we use synthetic datasets where anomalies are con-
trolled so that we can systematically evaluate metrics to assess
the performance of the proposed methodology against those in
the literature. We investigate three different scenarios: (i) syn-
thetic anomalies on synthetic graphs with synthetic time series;
(ii) synthetic anomalies on synthetic graphs with synthetic bi-
nary data; and (iii) synthetic anomalies on real graphs with real
time series. Experiments are conducted in Python, with imple-
mentations in PyTorch [31], PyTorch Geometric [32],

and using PyOD [33] for stable implementations of traditional
anomaly-detection algorithms, as well as PyGSP for handling
graphs. For each of the experiments, two steps are conducted:
(i) hyperparameters for all algorithms are tuned using 4 different
graphs, each with 5 sets of data (each set consists of a data
matrix X and a label vector); and (ii) the best parameters are
tested in 5 other graphs, each with 100 sets of data. Results
are presented as the sample mean and standard deviation over
the test data for each metric for each algorithm. The entire
experiments and implementations used in this work are available
in https://github.com/vitor-elias/mcad.

A. Synthetic Time Series

We simulate the scenario of a sensor network which measures
a spatially-continuous quantity over time. A localized anomaly
occurs in a limited region in space, and random sensors, outside
the anomalous region, are corrupted with observations similar
to the anomaly. We aim at assigning a high anomaly score to a
sensor if and only if it is in the anomalous region. We generate
a random sensor graphs using the Sensor class from PyGSP,
with N = 400 nodes distributed randomly in the square region
with normalized coordinates within [0, 0]× [1, 1]. Healthy data
is generated as a wave signal with source at a random position
p̄w, frequency f = 0.25, speed v = 0.05, and with spatial decay.
Units are arbitrary in the simulation. At position p and time t,
the healthy wave signal is given by:

yw(p, t) = sin (2πf (‖p− p̄w‖2 − vt)) exp (−‖p− p̄w‖2)
(10)

An anomaly is introduced as a truncated Gaussian signal cen-
tered at a random position p̄g and standard deviation σ = 0.15
given by

y′g(p, t) = exp

(−‖p− p̄g‖22
2σ2

g

)
hg(t),

yg(p, t) =

{
y′g(p, t) if y′g(p, t) > 0.5

0 if y′g(p, t) ≤ 0.5
(11)

where the Gaussian signal is truncated such that only values
larger than 0.5 are kept for the anomaly to allow for proper label-
ing of the anomalous region, and hg(t) is a randomized flat win-
dow on time that defines the start and end times of the anomaly.
We use F = 100 timestamps, with t ∈ {0, 1, . . . , 99}. The
data matrix X ∈ RN×T is given by the measurements of the
combined signal yts at the node positions for the sensor graph,
with

yts(p, t) = 0.5yw(p, t) + 0.5yg(p, t), (12)

and 10% of the non-anomalous nodes are corrupted by observing
0.5yw(p, t) + 0.5h(t). Labels are 1 for nodes where yg(p, t) >
0 and 0 otherwise.

In these experiments, we utilize a simple normalization layer,
available in PyTorch as LayerNorm, instead of a 1D con-
volution. This layer normalizes each data point across the fea-
ture dimension. The simplicity of the structure used in these
experiments makes it so that only a single-layer MLP needs
to be trained. However, for more complex cases where prior
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TABLE I
BENCHMARK RESULTS FOR ALL THE ALGORITHMS EVALUATED IN SECTION V

information on the data is available, other options can be used,
such as one-dimensional convolutional layers to extract features
from time series or other filtering approaches.

B. Synthetic Binary Data

In this experiment we simulate a community on an attributed
network with binary features, similar to datasets on social net-
works which account for the presence or absence of different
tags for each user. For this experiment, we generate a sensor
graph with N = 200 nodes and F = 50 features. In the healthy
case, features have mostly consensus across the community,
such that each feature is equal for most users in the community,
with only 20% of the users, randomly chosen for each feature,
disagreeing from the majority. Features are different from each
other. Anomaly is introduced by flipping the values on 1/3 of the
features for 15% of the users. The anomalous region is defined
by randomly selecting a node and including its neighbors, and
neighbors of neighbors, until the total number of desired anoma-
lies is met. Corruption in the non-anomalous data is implemented
as a case of missing data, where all features are set to 0. Data is
unavailable for 20% of the non-anomalous nodes.

Again, we keep the normalization layer at the input of our
neural network. For the binary data, embedding layers, fully
connected layers, or even AEs used as dimensionality-reduction
layers can also be considered as feature extraction layers given
relevant prior information on the data.

C. InSAR Data

In this experiment we use real data from the European ground
motion service (EGMS) dataset available in [34]. We select
data that is manually evaluated as healthy, and we introduce
synthetic anomalies and abnormalities to the data. The data
consists of a ground movement map generated using interfero-
metric synthetic aperture radar (InSAR) images obtained by the
Sentinel 1 satellites [35]. Data points are spread across a ge-
ographical region in the city of Trondheim, Norway. For each
data point, a time series describes the movement, in millimeters,
of a ground region of approximately 5× 20 meters with respect
to the line of sight with the satellite. We apply locally weighted
scatterplot smoothing to reduce temporal noise and downsample
each time series to a total of 50 samples for simplicity. Anomalies
are introduced as a displacement of 10 mm in the ground

movement for a region over a random period of 6 months. We
note that this anomaly is smaller than the peak-to-peak heathy
movement in the datasets, which is up to 37 mm with third
quartile of 7 mm.

D. Numerical Performance

Results for all algorithms and datasets are summarized in
Table I. The proposed methodology ranks first across all metrics
and for all experiments. The other algorithms yield varying per-
formance under different metrics and in different experiments.
AEs often achieve high values for AUC, but underperform in
terms of F1-score and MCC. Although being one of the simplest
approaches for anomaly detection,κ-NN showcases competitive
performance. The implementation of the clustering algorithm
in [3] for anomaly detection yields good results for the time
series scenarios, but fails to properly detect anomalies in the
experiment with binary data. The proposed implementation of
the mincut problem for anomaly detection greatly increases the
evaluation metrics when compared to [3]. For the time series
experiment, the hyperparameter τsk, used in (9), is set to −∞,
indicating that anomalies are most of the time clustered faster
than healthy data. For the binary and InSAR experiments, τsk
assumes the values of 0.3 and 0.45, respectively, indicating that,
in some cases, healthy data is clustered faster and it is better to
flip the scores based on skewness. In general, the performance
of the algorithm confirms the assumption that these groups are
clustered at different rates.

We note that the InSAR dataset was the main motivation for
developing the proposed methodology. In this scenario, although
InSAR pixels are irregularly placed, different regions of the
graph in a urban setting are similarly dense. That is, a spatial
anomaly will likely be well sampled by the graph nodes. This
allows the model to better address the challenge of spatially
constraining the anomaly, leading to better performance. This
scenario contrasts with the first experiment in Section V-A,
where the graph is randomly generated. The randomness allows
for regions with small node density, where anomalies can be
hidden, from the graph perspective.

VI. DISCUSSION ON LOCALITY

We illustrate the applicability of the methodology with respect
to the spatial characteristics of the anomalies and the general
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data structure. First, we investigate how anomaly locality (i.e.,
how much the anomaly is confined to a given region) affects the
performance of the algorithm. Then, we investigate the structural
localization capacity, which addresses how the graph structure
affects performance, from the perspective of assessing how it
enables or disables anomaly locality. With these analyses, our
aim is to show that the proposed methodology is effectively
capturing spatial information from the dataset, where anomalies
are expected to be localized, and to provide insights on the best
use cases for the algorithm.

A. Anomaly Locality

The proposed methodology assumes that anomalies occur in a
confined region within the global dataset, while ignoring events
happening outside that region. This is enforced in the detection
process by clustering points with respect to both their feature
and positions. Therefore, it is expected that more confined
anomalous regions are easier to detect than regions that spread
across a larger area in the dataset. To analyze anomaly locality,
we assess two different metrics:
� Variance ratio (VR): the ratio between the spatial variance

of the anomalous points and the total variance of the
dataset. The variance is more robust to outliers and varying
data density, but might fail to correctly represent the spread
of non-spherical distributions.

� Diameter ratio (DR): the ratio between the largest Eu-
clidean distance between the positions of two anomalous
points and the largest Euclidean distance between any two
points in the dataset. This metric provides an intuitive
assessment of the relative anomaly spread, but is sensitive
to outliers.

These metrics are tested in two different datasets with results
shown in Fig. 3. First, we recreate a dataset similar to the
one used in Section V-A, which uses time series data. Here,
anomalies and noise have a fixed offset with respect to the
healthy data, instead of following a Gaussian shape. To analyze
the effect of varying VR, the following strategy is adopted for
data generation. Nodes are selected as a random walk from a
random starting point, until the desired number of anomalies (in
this case 40) is achieved. Different walks are expected to yield
different VRs. We run several walks and separate data into VR
bins, such that each bin corresponds to intervals of 0.1 VR. For
each bin, we use 50 signals and the average metric is computed
at the end. For example, the first bin has 50 signals with VR
between 0 and 0.1 and the fourth bin has 50 signals with VR
between 0.3 and 0.4. The same experiment is repeated using
DR as variable. Results are presented in Fig. 3(a), and show
that the proposed algorithm performs best, in all metrics, when
values of VR and DR are small, i.e., when anomalies are spatially
concentrated in a confined region, as expected.

Next, we utilize a real dataset on the detection of oil spill in
hyperspectral images [36], which consists of 18 hyperspectral
images of oil spill regions on water, with the corresponding
labels. The oil spill pattern varies significantly between images,
in some cases being spatially localized and in other cases being
spread across the image. In practice, this dataset is not the target

Fig. 3. Locality analysis for synthetic data. Anomaly detection metrics as a
function of VR and DR, with the corresponding locally weighted scatterplot
smoothing lines. (a) Analysis for the time-series data. (b) Analysis for the
hyperspectral images.

of the proposed methodology, but serves as a tool for assessing
its applicability. In Fig. 3(b) we plot the metrics as functions of
VR and DR and in Fig. 4 we show the anomaly labels along with
the corresponding VR, DR, and detection metrics. These figures
show that, even though anomaly locality affects the algorithm
performance as expected, other factors can be considered, such
as the spatial density, shape and closeness of the anomalous
region.

B. Structural Localization Capacity

Besides depending on the anomaly locality, the performance
of the algorithm is expected to change with different spatial
structures of the data, since it affects what we refer to as structural
localization capacity. Localization capacity refers to how well
the data structure allows for an event within the data to be
localized. This is specially relevant in scenarios where spatial
information is not based on physical information but is inferred
from other types of pairwise relations between data points. To
intuitively describe the impact of localization capacity, consider
two scenarios where we compare a social network (where users
are connected by a friendship relation with unitary edges and
locality is relative) to a sensor network (where sensors are con-
nected to others within a given physical distance with weighted
edges, and locality is absolute and inherited from the physical
distribution of the sensors). In the first scenario, a social network
where each user has up to five friends is translated as network
where a sensor has up to five neighbors and all of them are the
same distance apart. In this scenario, localizing objects using the
sensors measurements is viable, since sensors cover and observe
different spatial regions. In the second scenario, every user in the
social network has a friendship relation with every other user.
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Fig. 4. Labeled pixels of the dataset on hyperspectral images for oil spill detection. For each label, the corresponding VR, DR, and performance metrics of the
proposed methodology.

The corresponding sensor network is one where all sensors are
placed in the same spot. In this case, locality has no meaning.

Quantifying structural localization capacity is challenging
since it is likely to depend on many factors, such as the type of
data, type of network, node degree, and node density, for exam-
ple. It is worth noting that graph structure also directly impacts
graph cuts and the clustering solution adopted here. Aligned
with the example above, we investigate how the connectivity
of the resulting graph affects the performance of the proposed
algorithm. Again, we utilize two metrics with a synthetic and
a real dataset. We use the algebraic connectivity (AC), given
by the first nonzero eigenvalue of the Laplacian of a connected
graph, also known as Fiedler value [37], as well as the average
degree (AD) of the graph nodes. We recreate the experiment
of Section V-B with varying numbers of connections between
nodes, and we use the BlogCatalog dataset [38], available in the
PyTorch Geometric package. This dataset contains 5196
nodes with 343,486 edges, yielding a relatively dense graph. To
reduce the graph connectivity in the BlogCatalog case, we vary
the number of neighbors for each node by keeping only those
with highest feature correlation. Results for both experiments
are summarized in Fig. 5, and show that localization capacity
is reduced as connectivity increases. In Fig. 5(b), it can also
be observed that, for the BlogCatalog scenario, a very sparse
graph might lead to reduction in performance. We note that these
experiments use the same set of hyperparameters obtained in
Section V-B.

VII. FUTURE WORK

The current work admits improvement in future work:
� different methods can be investigated as alternatives to the

skewness-based approach for determining the confidence

Fig. 5. Analysis of localization capacity. Anomaly detection metrics as a
function of VR and DR, with the corresponding locally weighted scatterplot
smoothing lines. (a) Analysis for the synthetic binary data. (b) Analysis for the
BlogCatalog dataset.

score orientation. For example, in scenarios where some
prior information is available for healthy or anomalous
data, it can be used to determine to which cluster anomalies
belong.

� Although the algorithm is tested against real datasets with
real anomalies in Section VI, labeled datasets aligned with
the proposed anomaly structure are not readily available.
Fully labeled real datasets can be collected and used to
improve the performance benchmark.
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� Finally, considering the extra complexity added by graph-
based approaches, efficient methods for applications with
large graphs can be investigated.

VIII. CONCLUSION

In this paper, we introduced a methodology for detecting
anomalies based on the assumption that anomalous and non-
anomalous points are clustered at different rates when using
an ML-based approach to solve the mincut problem. To com-
pare the rates at which points are clustered, we introduced
a clustering confidence score based on the cluster-assignment
matrix, which is the output of the clustering algorithm at each
iteration. Under the aforementioned assumption, we showed
how to generate anomaly scores from the confidence scores.
The proposed approach for unsupervised anomaly detection was
shown to outperform every other algorithm tested in this paper
when evaluating AUC, F1-score, and MCC for different datasets.
In particular, the proposed methodology can effectively achieve
perfect separation of anomalous data with respect to both their
feature representations and their spatial locations, as shown by
the results with the InSAR dataset.

Additionally, we presented an analysis of the performance
of the proposed algorithm with respect to different locality
concepts. The algorithm is shown to perform better when the
positions of anomalous points have small variance, as is expected
from the methodology design. Moreover, we showed that certain
parameters of the graph construction, such as connectivity and
the number of neighbors, affect the graph’s capability of captur-
ing data locality. This analysis provides insight into the appli-
cability of the algorithm and validates the idea that graphs and
mincuts can effectively be used to detect spatially-constrained
events. However, if spatial sampling is not properly aligned
with the anomalous region, the algorithm struggles to spatially
constrain the anomaly.
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